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COSI Attack
● Determining the state of a victim 

at a target website (origin A) 
when visiting an attack web page 
(origin B).

● Origin
○ protocol + port + domain
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User victim Target website

Attack server



Motivation
● Login Detection

○ e.g., logged status implies having an account, problematic for privacy-sensitive sites

● Account Ownership
○ e.g., identifying which company employee is the owner of an anonymous blog highly 

critical with the company’s management.

● Content Ownership:
○ e.g., determine  if a user has uploaded some copyrighted content to an anonymous 

file sharing site

● Account Type Detection:
○ e.g., a nation state performing censorship can determine who is the administrator of 

some prohibited website.

Anonymization tools such as virtual private networks are ineffective!
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● COSI Attack Page
○ Includes state-dependent URLs 

(SD-URLs) from the target website
○ Leak the blocked cross-origin 

SD-URL response
■ Leak Methods?
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receives the 
established 
sessionTarget site:

      e.g, hotcrp.com

User victim: 
  e.g., Paper Reviewer

     Attacker: 
    e.g., Paper Author

     (attack-site.com/attack-page.html)

Not SD-URL

SD-URL✓

URL Reviewer 1 Reviewer 2 Logged Out

/testconf/logo.png Image X Image X Image X

/testconf/review.php/1?text=1 Review file HTML error page HTML login page

Attack Procedure: Example



Concept: COSI Leak Method 
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● Events-Fired Method (EF)

...

<img src="example-site.com/profile-image.png"   

onload="f1()"  onerror="f2()">

...

Attacker's controlled webpage  
(www.attack-site.com/attack-page.html)

Fired if the victim is logged in Fired if the victim is logged out
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Related Work
● Reviewed 25 different Instances of COSI attacks

from the existing literature

● COSI attacks considered as different attacks
○ Login oracle attacks
○ Login detection attacks
○ Cross-site search attacks
○ Cross-site frame leakage
○ Xs-search attacks

● However, all these attacks:
○ Use the same underlying technique
○ Should be mitigated the same way
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Concept: COSI Attack Class
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● Systematized COSI attacks by introducing the concept of attack classes

● An attack class defines:

○ Two different responses to a SD-URL + leak method + inclusion method + 

affected browsers

State A 
Response

State B 
Response

Inclusion Leak Method Supported 
Browsers

JS resource Not a JS 
resource + no 
content-type 
sniffing

<script src=SD-URL> onload/ onerror
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Contributions

● Introduce the concept of COSI Attacks

● Perform the first systematic study of COSI

○ Review the techniques behind 25 different web attacks

○ Identify 10 leak methods (1 novel), and 38 attack classes (22 novel)

● Implement our approach into Basta-COSI

● Evaluate Basta-COSI with nine Alexa top-ranked websites

● Discuss defenses against COSI attacks

8



COSI Leak Methods
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● Identified 10 different COSI leak methods

● Post-Message  (novel)
○ New HTML5 feature
○ Allows cross-frame communication 

in modern browsers
○ Compare (origin, message-data) 

pairs in message broadcasts to 
leak the victim state site.com/profile

site.com/login

No message broadcast
Redirects to:

Message 
broadcast 
containing 
user data

Logged out 
State

Logged In 
State

Attack web page

site.com/profile

Iframe:  Load 
info from user's 
Facebook 
account



COSI Leak Methods (Cont.)
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● Other Methods
○ Events-Fired
○ DOM Object Properties (OP)
○ Readable JS Objects
○ JS Errors
○ CSS Rules
○ Frame Count (FC)
○ Timing
○ Content Security Policy Violations (CSP)
○ CORS



COSI Attack Classes: Systematization
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Note: [sc = Status Code, ct= Content-Type]



Basta-COSI: Architecture
● The first tool for large scale and automatic detection of COSI attacks
● Uses our novel systematization of COSI attack classes
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Basta-COSI: HotCRP Example Output
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● Example Detected Attack:

○  Login detection

● Leak Method:

○ Events-Fired (EF) 

● Inclusion Method:

○ Script tag

● Browsers:

○ All tested browsers



Experiments

● Targets:
○ Four stand-alone (locally-installed) web applications:

■ HotCRP, GitLab, Github Enterprise, Opencart 

○ Five live web sites
■ Linkedin, Blogger, Amazon, Google Drive, Pinterest

● Ethics:
○ Our testing does not target any real user of the live sites. 
○ Number of requests generated is way too much lower than their usual workload
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Experiments: Summary of Results
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COSI Defenses
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Technique Description

Session-specific URLs  Adds a pseudo-random nonce to URLs

SameSite Cookies Prevents automatic inclusion of HTTP cookies using the SameSite 
attribute in Cookie Header

Cross-Origin Resource 
Policy

Prevents malicious websites hosted at other origins to embed certain 
resources by adding "from-origin: same" HTTP header

Fetch Metadata Prevents untrusted cross-origin requests by checking metadata 
headers added by the browser

Cross-Origin Opener 
Policy

Puts restrictions on opening cross-domain resources in a new window



Conclusion
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Attack Infer user state from browser side-channel leaks

Important 
Consequences

Deanonymization, Access Detection, Login Detection, Account Type Detection

Classes First systematic study of COSI attacks, identifying 10 leak methods (1 novel), and 38 
attack classes (22 novel).

Detection Basta-COSI, the first tool for detecting COSI attacks

Experiments Tested websites from top 100 Alexa, and founded in each tested website:
- at least one leaking method/ attack class 
- between 72 and 1364 COSI attack vectors

Defenses Secret Token Validation, Cross-Origin Opener Policy, SameSite Cookies, Tor, Fetch 
Metadata, Cross-Origin Resource Policy

Dissemination Submitted as a paper to ACM CCS 2019
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