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The Rise of Web Applications: Where User Input Runs Amok! .

* Web apps accept and process plethora of user input

* In many different forms...

imgfii

Hello from Tiny

When you need to create HTML on the fly.

itHu
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The Rise of Web Applications: Where User Input Runs Amok! ¢ |SISPA

INFORMATION SECURITY

User Input Can Go Rogue...

/\ Are we validating all these inputs properly @
a
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The “One-Ring-to-Rule-Them-All” Attack

* Arbitrary client-side code execution
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Vulnerable Site

2

- Code Execution

</>
L

script

Attacker Victim
? o 3 9
./

vuln-site.com/#<img src=x onerror=alert(1l)>

L — |

€,Var input

/7 []

= window.location.hash.substr(1);

If (input.length > 0){
var div
div.innerHTML =

= document.querySelector(‘div’);

input; ﬁ
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The “One-Ring-to-Rule-Them-All” Attack

Attacker Victim Vulnerable Site

o ” o & )
@) | serime —— Code Execution
L | e ~
AC h i eve d by vuln-site.com/#<script>alert (1)</script>
A var input = window.location.hash.substr(1);
If(input.length > 0){

* Arbitrary client-side code execution | well-known |

var div = document.querySelector(‘div’);

div.innerHTML = input; ﬁ
/][]
}

@ Mitigated by controlling or disallowing code execution

'o HTML Sanitization
let clean_input = sanitize (input)

@ Content Security Policy

default-src 'none'; script-src: 'self';
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Attacker

% Achieved by . Victim
~ o Vulnerable Site
| 2

e
_—
Code Execution

vuln-site
. com, i
/#<script>alert(1)</
script>

var input = wi
If(in = window. L N
put.len -location
gth > 0){ .hash.sub
. str(l);

Mitig
ated by
controlli
ing or di
sallowin
g code e , var div = docunent
Xecuthn .innerHTML = .querySelector(‘div’);

1/ [ input;
} ! ! {:r

A What if ¢
ode-less H
™
L can cause arbitr
ary code execution? w2

Unforeseen
pxample:

J .
S Interactions [YTAN ‘
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DOM Clobbering |CISPA

&g markup injection

</>
HTML

Markup collides with sensitive or , and overwrites them

&

<img |id=globalConfig  src=“malicious.js” name=clobbered>
‘

© Inject HTML markup https://example.com
Vuln. Script?
DOM Tree °
document.globalConfig = {'src': 'script.js', [...]1};
P /] [e..]
b var s = document.createElement(‘script’);

s.src =/ document.globalConfig.src;
document.body.appendChild(s); ——, Arbitrary Code ﬁr
Execution

=L

C=1

<script>
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DOM Clobbering: Threat Model ¢ |CISPA

INFORMATION SECURITY

e Attacker need to add code-less HTVIL to DOM tree

Attacker Victim Vulnerable Site
&l Injection (through input params) ‘g ” o e
0 ? ‘5 z £, Code Execution
* URL params =
° WindOW name ’ vuln-site.com/#<img id=globalConfig src=“malicious.js” name=clobbered> ‘
N Document referrer ;k/:c\[xfx?x.n]:.globau:onfig = {'mEe’ 6 ' eEEisEo B s oo LR
var s = document.createElement(‘script’);

° postMessages s.src = document.globalConfig.src;

Edj

document .body . appendChild(s); [9

Insertion (through webapp functionalities)

* Markdown descriptions (e.g., code repositories)
*  Web text editors

* Web-based email clients and messages

* Postsin CMS apps

*  Comments
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DOM Clobbering: Why It Happens? o
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* Locating DOM elements:

Example: select node @) in the tree.

O The clean way: | DOM query selectors

Window

document.querySelector (" [1d=Y]")
— Document

Document Object Model

.'K\ The dirty way: Property access on window or document

<form name=X> é

IE] document.X.Y,or window.Y
<input id=Y> é

<input id=Zz> é

@ Named Access on Window/Document
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DOM Clobbering: Why It Matters? . " CISPA
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« HTML & JavaScript usage metrics > all features > timeline

DOMClobberedVariableAccessed Show all historical data: (J

Percentage of page loads over time

The chart below shows the percentage of page loads (in Chrome) that use this feature at least once. Data is across all channels and
platforms. Newly added use counters that are not on Chrome stable yet only have data from the Chrome channels they're on.

Clobbered Variable Access Usage

12

10 /\,./"‘\‘_._* > 7./*\._"./‘\.

% page loads
[}

A ~ 11% of pages depend on clobbered variables
4

Cannot immediately turn off...

0
Jan 1, 2021 Jul 1, 2021 Jan 1, 2022 Jul 1, 2022

Jan 1, 2023

Date

Source: https://chromestatus.com/metrics/feature/timeline/popularity/1824
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DOM Clobbering: Why It Matters? L CiSPA

* Example: DOM Clobbering in GMail’s AMP4Email sanitizer (2019)

Gmail’s Dynamic Mail Feature!?

var script .document. (SCripta):

script.async - M Gmail : 0 @
+ C o o

var loc; iniw, T e m o, -

.testlLocation) {

Jeta Wen 042 Sates Cont.. - Coukd you plase confiem the combract - Wike Chang wdded & commant. $23 944
2w

[ Aoth Ticket request 4610007 has been sppreved . w2

Wiltarm e Thank you for your lnguiry s

‘ilVOlOlG

+ loc.host + "/dist

loc https://cdn.ampproject.org";

var sinalePass .singlePassType ? .singlePassType + "/" : -
b.src loc + "/rtv/" + .rtvVersion; + "/" + singlePass + "v@/" + pluginName +

.head. (b); <I-— We need to make AMP_MODE.localDev and AMP_MODE.test truthy-->
<a id="AMP_MODE"></a>
<a id="AMP_MODE" name="localDev"></a>

Consequence <a id="AMP_MODE" name="test"></a>

<!-- window.testLocation.protocol is a base for the URL -->

<a id="testLocation"></a>

<a id="testLocation" name="protocol"
href="https://pastebin.com/raw/0tn8z0rG#"></a>

Arbitrary code execution

WoK~NOUTA WNBRE

1source: https://workspaceupdates.googleblog.com/2019/06/dynamic-email-in-gmail-becoming-GA.html Soheil Khodayari - CISPA Helmholtz Center for Information Security | 11



DOM Clobbering: Overview |CISPA

INFORMATION SECURITY

CHT?:H Clobbering Markups and Browser Behaviours

[Ev Vulnerability Detection and Prevalence

@ Existing and their Effectiveness
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DOM Clobbering: Overview {|CISPA
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HTML

> Clobbering Markups and Browser Behaviours
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Clobbering Markups: Problem Statement |CISPA

INFORMATION SECURITY

*  First DOM Clobbering instance in 2010
* Affected frame-busting code

Application code

top.location = self.location 5
Wl [
Attack markup (injection) %
<iframe name=self src="evil.com"> Q: What other attack markups will work?

Source: !Rydstedt et. al, “Busting Frame Busting: A Study of Clickjacking Vulnerabilities at Popular Sites,” SP 2010
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Clobbering Markups: What To Overwrite? C|CISPA
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* Different attack targets

Custom Symbols

Variables Globals Object Properties
SINK_ FUNC(X) SINK FUNC (window.X) SINK FUNC(X.Y)
SINK FUNC (document.X) SINK FUNC(window.X.Y)

SINK FUNC(document.X.Y)

Built-in DOM APIs

Methods Properties
window.addEventListner() SINK_ FUNC(document.documentURI)
window.createImageBitmap( ) SINK FUNC(document.title)

SINK FUNC(window.caches)
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Clobbering Markups: Overshadow DOM APIs o

* Not all built-in APIs can be successfully overshadowed Clobberable

SINK(document.documentURT) <iframe name=documentURI src=evil .com> J
= i

SINK(document.location) <iframe name=location src=evil.com> x
(== HTML

000 C—O

e Challenge: can also be browser-dependent

Example Chrome Firefox Opera Edge Safari TB SI UC

3 o ® 8 g 2 ]
window.crossOriginIsolated ¥ 2 o S —|= w
S 9 Sl= 9 g9|lda g Q|8 S S|m = = B[S S @
v Y dldf v alu dad Y|lvw v B[ £ @ F (= B o
A (=) =) W) N |\O o0 | N |~ — — — | - —
API " D Deé(dDeé [ D DD &3 # &

IcrossOriginIsolated |é é ‘lé é 6|é é ‘lé é 6[6 ‘ 6 6|O é 6'
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Clobbering Markups: How To Clobber?

S C I S PA
:=| Abuse HTML and DOM specification rules
Example
* R1:[§7.3.3-HTML] Named Access on Window .
S | @ Clobbering Target: | window.X.¥
* R2:[§3.1.5-HTML] DOM Tree Accessors

Rules: R1+R3

R3:[§4.10.3-HTML]Form Parent-Child

<form id=X><input name=¥>

R4:[§4.8.5-HTML] Window Proxies Rules: R1+R5

<a id=X><a id=X name=Y>
R5: [§4.2.10.2-DOM] HTMLCollection
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Clobbering Markups: Automatic Discovery

CISPA
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Goal: automatically generate and test clobbering markups starting from known ones

<>
o o
Review HTML Derive Markup
Specifications Generation Rules

e

Test Markups
in Browsers

Example: HTMLCollection

@Clobbering Target | window.X.Y

<a id=X><a id=X name=Y>

Idea for Markup Generation

x—~ 2 Mutate tags, attributes,

<
o U Relationship and targets

—» <div id=X><a id=X name=Y>

—» <a name=X><a id=X name=Y>

—» <a id=¥><a id=X name=Y>

> <a id=X><a id=X name=Y></a>

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 18




Clobbering Markups: Automatic Discovery C|CISPA
£ Markup Generation and Testin
= P g

*  24M test cases MestExecutor | P/ Ufegtcasesapl |

. Browser : : Test-i : a : Result
* 19 browsers (mobile and desktop) o1 | e | €Y | g | — =
: : POST/TeSt'i: Succ. Tests :
* Covered all tags, attributes, relations and targets @ Bl T T ‘

Test-i

var markup = "<a name=x></a><a name=x id=y>"
var div = document.createElement ("div")
div.innerHTML = markup;

document .body.appendChild (div) ;
console.log(x.y);

* Targets: variable X, object property X.Y, and built-in APIs

L*-IQ Results

A Uncovered 31,432 distinct clobbering markups across five different techniques

Only previously known
Example: HTMLCollection: object tags with the same

<object name=X><object name=X id=¥>
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See our paper for more!

ATML Marku?
Atribute

Named Access Windo®
winx

© winx
winx
winx X
winx. -

winx
© winx applet
winx

winx
winx

54 embed.form

docx applet

| e @ 109 19 | o=y child
iamy @ n=x | aey) child
& chi

psa s — fieldset

‘Form Parent-Child
g
TS3TS4

inxy

— TS3TSA
winxy 3
winxy 753,154 embed child
doe Xy ps3 TS embed. o child
winxx TSHTSA id=x id=x & 0= child
winxy utton Lo || nex (& 1= =y 1| 0¥ child
ey & 07X child
child

83
TS3TS4
Tsd.embed
frame.
s4,embed

winxx




Markup Generator Service — Online Demo

SICISPA
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< C @& domclob.xyz/domc_payload_generator/

Payload Generator

DOMC Payload Generator

Generates DOM Clobbering Attack Payload

Clobbering Target

— window.globalConfig

Enter the target variable or expression you want to clobber here.
Clobbering Value

— malicious.js

Enter the clobbered value for “href" or “src” of HTML markups.

Attack Payload(s)

<a id="globalConfig" href="malicious.js"></a>

<customtag id="globalConfig"></customtag>

<article id="globalConfig"></article>
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Clobbering Markups: How Do Browsers Behave? N e e

* Ingeneral, divergent

/] For 31.2K out of 31.4K clobbering markups,
5®| = at least one browser that disagrees with others

A Defending increasingly more challenging

* Intotal, 10 distinct behavioural groups

Chrome Firefox Opera Edge Safari TB SI UC
) n — o ¢+ o
o — 0 N a v A
° n n S © ©
< < | N on < — = — | — O o0
S 2 S|g 2 9fd g 0|8 S S| = o N|S S«
B Y Al v a|ln d V(v 6 V|V F B F = ¥v =N
XA | A AL ® N[N S A=~ A == —
e (0 Deé | Deé | D DO & |00 & &

PN
PR

NOT SURE IF INCONSISTENTLY
CONSISTENT

OR CONSISTENTLV.INCONSISTENT

Chromium-based browsers @
(59 classes of clobbering markups)

Firefox Desktop/Android @
(35 classes of clobbering markups) ’
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Browser Testing Service — Online Demo c|CISPA

INFORMATION SECURITY

Filter by Browser / Platform / Version X Search Q <« scroll »

Markup Clobbered 3 Tagl $ Tag2 $ Attributes1 $ Attributes2 3

<aid="x"></a> window.x [id=x]

<abbr id="x" ></abbr> window.x [id=x]

ym id="x" ></acronym> window.x [id=x]

let payload = ‘<acronym id="x" ></acronym>';
let div = document.createElement('div"');
let is_clobbered = false;
try {
div.innerHTML = payload;
document.body.appendChild(div);
let v = eval(target);
(v && (!isNaN(v) v.toString().indexOf('HTML') > v.toString().index0f('Element') >
v.toString().index0f('Collection') > v.toString().index0f('Window') > -1)) {
is_clobbered = true;

Iy
} catch(e) {
is_clobbered = false;

}
document.body. removeChild(div);
console.log("clobbered:", is_clobbered);

Test this clobbering payload in your browser now: | Run Test
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DOM Clobbering: Overview |CISPA

INFORMATION SECURITY

[Ev Vulnerability Detection and Prevalence
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Vulnerability Detection: TheThing (JAW v2.x) ¢|C1SPA
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* Proposed an open source, tool for detecting DOM Clobbering at
* Components
* Data Collection

*  Vulnerability Analysis

*  Vulnerability Verification
https://ja-w.me

Data Collection Vulnerability Analysis Vulnerability Verification

I
€@ Web Crawling I Webpage | © Graph Construction @) Graph Traversals 1 Flows © Code Instrumentation
I .

I 1
| I 1
1 1 I I ! :
Seed URLI I Sinks | QE) var x = DOM_CLOB_SOURCE; , I : ilsi
o—>! I o—p " I webpage —_—
! Webpages 1 1 ' Data Flow | ! v Flows
: crra— IR - I Clob. APIs ; | Browser :
. 3
! ' : : !
: ! I I '
1 1 I

o—>
Q SINK (x)

1

1

e Force Execution & :
Dynamic Taint Analysis

1
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Vulnerability Prevalence ;|CISPA
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*  Empirical study to quantify the prevalence of DOM clobbering in the wild

Data Collection Vulnerability Analysis Vulnerability Verification
————————————————— 1 it ittt 1 [t |
| @ Web Crawling | Webpage | @) Graph Construction @) Graph Traversals 1 Flows ! @ Code Instrumentation '
| ——— — et !
1 1 ! 1
Seed URLI | Sinks | @ var x = DOM_CLOB_SOURCE; | | ) | Vuln.
o K N | B H ' webpage N
1 R webpages N ! 1 QO Data Flow | 1 v I Flows
[ com— R r D | Clob. APIs | | Browser 1 1
Puppeteer . : o—>1 o Q 1 o— @ Force Execution & :
\ 23 ~ o SINK (x) ! H Dynamic Taint Analysis
2 B it : '
— Testbed LR = [T SO — L |

Tranco top , 205.6K webpages, 18.3M scripts, 24.6B LoC

L*-IQ Results

* Detected clobberable data flows across 491 affected sites

. for 44 websites (confirmed and patched):
* E.g., GitHub, Trello, Vimeo, Fandom, WikiBooks and VK
* Client-side XSS, open redirections and request forgery attacks
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Example: GitHub o | S
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* Double DOM clobbering trick

BA() // clobberable built-in API

Script 1 _
[window.]VAR1 = CONST;

Script 2 | SINK (window.VAR1)

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 27



Example: GitHub C|CISPA

* Double DOM clobbering trick O

GitHub
o

document.addEventListener(‘click’, (e)=> {/* [..] /* });
/][]
var BOOMR = {};
BOOMR.url = ‘boomerang.js’
‘ <img name=addEventListener src=x>
()
=)
var s= document.createElement(‘script’); "
s.src = window.BOOMR.url || DEFAULT_BOOMR_SRC; :@,
/0 Ll , Code Execution
document.head.appendChild(s);

‘ <a id=BOOMR><a id=BOOMR name=url href=malicious.js>
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T @ Existing and their Effectiveness
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Defenses and their Effectiveness (1 / 5)

G’ Mitigations

script-src directive:

CISPA
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(+) constrains script sources to trusted domains, preventing src clobbering

(-) does not prevent clobbering params of dynamic code eval functions

A,.

of vulnerabilities

by CSP
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Defenses and their Effectiveness (2 / 5)

G’ Mitigations

Object.freeze() API:

(+) prevent from being

(-)

CISPA

EEEEEEEEEEEEEEEEEEEE

by named DOM elements

when the DOM clobbering source is a API

A..

of vulnerabilities

by object freezing
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Defenses and their Effectiveness (3 / 5) AR
;’ Mitigations Evaluated the robustness of 29 client-side and server-side HTML sanitizers
e JS, Python, PHP, C#, and Java
Output
™) <a id=x> | <a />
v- > 0 Sanitizer —:a —
Clobbering Markups Conti
( of RQ1) T onte
| Defaulté | Strict (,:L
| | Results ~
Q
c In total, 16 sanitizers to at least one clobbering markup
* Including popular ones like DOMPurify, Mozilla Bleach, and Google Caja
. of them also vulnerable in config
Q The other 13 sanitizers named properties
* Including cases that lead to DOM Clobbering (e.g., <a name=x>)

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 32



Defenses and their Effectiveness (4 / 5) {|CISPA

INFORMATION SECURITY

;’ Mitigations Alternative: prefix/isolate named properties instead of removing them
* (+) mitigates almost all DOM Clobbering cases
* (-) may require some by developers
’ P )
™) <a id=x> N ‘ Sanitizer —_— @ <a id=const-x>

Contribution: implemented namespace isolation in DOMPurify
* Usethe new config

var clean = DOMPurify.sanitize(dirty, {SANITIZE_NAMED_PROPS: true});

Learn more on GitHub...

gummary ion optiO" o
e T e oo on 3 ot o arib
TnisPR2CUSE “me ready-exsi"d 4 propertie (e
complement™® pace of na“‘ese —content= )"

mes!
. the e ing (2w
4, itisolates constant string 0
ha

n enable N nst weP
Whi‘*'\“g e valee pering 3tk (ega®  inih
prefD e oM CloPPEE T ference.



Defenses and their Effectiveness (5 / 5)

9 Kill Switch

Infeasible

Solution: disable named properties at b

" ICISPA

ELMHOLTZ CENTER FOR

A | P
%> | INFORMATION SECURITY

rowser-level?

* (+) fixes all DOM Clobbering cases

* (-) can cause breakage

Measuremen
Lﬁlq ement

Cost: 13.3% of webpages use named properties and will break (~51% of sites)

Benefit: fixes the 491 vulnerable sites (i

.e., 9.8% of top 5K sites)

A breakage-benefit balance:

Proposal to W3C:
CSP/feature
policy to allow
developers to disable
name properties

= 5 @

W3C home

This

From: SO
nate Fri.

opt-in fla

Related messages:

a \lStS.W3.0lg Arcni es FUb 1C Ub\lC-WebappseC 0 2 5. |
l \) I / I

2022
pub\ic-webap_psec@wa.org > October

M clobbering

> Mailing lists > Public >
tions

g to disable DO |
ond ] [ Mor@ OR#2SE 5 tin thread

Message body 11 Be—SP——V_‘ ous message | | NeX =22

message: [ ng 11 Previous MES=S

- i@cispa.de>
: —soheil.knodayarn==x=
el KO0 0736149 +0200

21 Oct 2022 10..:.4.1-11\, 1 uExTossQPGU_+

i il.com:
GyALithbYQXAcOSg@maﬂ.gmaﬂ Cf



Vulnerable Patterns and Guidelines

Identified

/- Patterns
1,214 webpages

var VAR2 = window.VAR1l || CONST;
SINK (VAR2) ;

832 webpages

var VAR2 = [windoc.]API || CONST;
SINK (VAR2) ;

655 webpages

[document.VAR1 = CONST];
SINK (document.VAR1 || CONST) ;

s CISPA

EEEEEEEEEEEEEEEEEEE
/ W
%AW | INFORMATION SECURITY

common vulnerable code patterns in the wild

=1 Guidelines
el

#1: Explicit

var VARl = ‘string’;

#2: Strict

If('API instanceof HTMLElement)

#3: Do for Globals

const VARl = ‘string’
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“|CISPA
Vulnerable Patterns and Guidelines

INFORMATION SECURITY

in the wild
le code patterns in
i mmon vulnerab
e |dentified co

See our Paper for more!

#  Code Pattern

lncorporated to OwAsp

() OWASP Cheat Sheet Series
Summary of Guidelines
var VAR2 = window. VAR1 | | CONST ;
SINK (VAR2) P For quick reference, below is the SUmmary of guidelines discussed next.
Guidelines Description
B / var VAR2 = [WinDoc . 1BA | | CONsT 7 #1 Use HTML Sanitizers link
SINK (VAR2 )5
#2 Use Content»Securﬂy Policy link
#3 Freeze Sensitive Do Objects link
C [document.VARl = CONST] ;
SINK (document -VAR1 | | CONST) ; #4 Validate All Inputs to Do Treq link
#5 Use Explicit Variabje Declarationg link
D let VARl = VARZ S CONST ; #6 Do Not Use Document ang Window for Global Variables link
SINK (window. VAR1 | | CONST) ;
#7 Do Not Tryst Document Built-in APIs Before Validation link
tion Security | 36
#8 Enforce Type Checking link
E SINK (window.VARl | CONST) ;
VAR]. = CONST ; #9 Use Strict Mode
— I QTN foss o pr—



Conclusion Thank You! ‘

* Clobbering markups come in (i.e., )
« DOM Clobbering is in the wild (i.e., of sites) \
» Existing defenses helpful but may cut it =
Ohra0
A
[=]

y @Soheil K @ domclob.xyz O github.com/Soheilkhodayari/TheThing
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